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Klara Pavelkova

Lead Info Security Engineer

e HERE Technologies
e 12letvIT, 7 letvbezpecnosti

e [ncident Response, Detection Engineering, Automation

e |ektorka kurz( bezpecnosti
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Ondrej Sramek

Incident Response Manager, GMON, GNFA, GCTI
e Pracoval pro statni spravu i komercni sektor
e 12+ letvoboru

e |ncident Response, DFIR, Threat Hunting, Threat Intelligence

Linktree
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Obsah workshopu

Co nas dnes ceka



Obsah workshopu

e ! U

Penetracni testovani 101 Nejcastéjsi chyby, se kterymi se Bezpecnost pro uZivatele
muUZete potkat
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Penetracni testovani

Od QA k penetracnim testlm



Hacker, Pentester, Redteamer

./

Hacker Snazi se prijit vecem na kloub, byva na
spravné strane. Eticky hacker (White Hat), Gray a
Black Hat.

Pentester Hleda chyby a zranitelnosti, snazi se
dostat dal...

Redteamer Simuluje ,utocnika" a jeho chovani.

HACKER PENTESTER RED TEAMER
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Co je penetracni testovani

./ ..

Snazite se najit chybu (a wuzit ji):

e Webove aplikace
e Aplikace
e /abezpecleni (sité / pocitace / budowvy)

Co z toho?

~

e & Penize (Bug Bounty)

e U Slava (Wall of Fame)
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Oblibené nastroje

Nastroj Pouziti

Kali Linux Distribuce pro pentesting
sglmap Automatizovany SQL injection
Metasploit Framework pro exploitaci
Hashcat Lamani hesel

Burp Suite Testovani webowych aplikaci
Nessus / Qualys Skenovani zranitelnostf
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QA - PenTest

O mné

Zdravim Vas,

jmenuji se Marek Toth a zabyvam se IT bezpecnosti, pfedevsim se zaméruji
na hledani bezpecnostnich zranitelnosti ve webovych aplikacich. O tuto
oblast se aktivné&ji zajimam od roku 2018.

a hledam webové zranitelnosti, které by mohl nékdo zneuzit. Nalezy nasledné
reportuji prostfednictvim bug bounty programu nebo je zasilam pfimo
konkrétni spoleénosti.

Pracovni zkusenosti

05/2022 - do soucasnosti Vulnerability Researcher, Excello
03/2020 - 04/2022 Penetraéni Tester (Eticky Hacker), Avast
01/2019 - 02/2020 QA Engineer, Avast

03/2017 - 10/2018 QA Engineer, Mall

10/2016 - 02/2017 Software Tester, Tipsport

07/2015 - 09/2016 Customer & Technical Support, Tipsport
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Zranitelnosti



Zivotni cyklus zranitelnosti

1. Objev — najdete zranitelnost
2. Report vyrobci (Bug bounty)
3. Potvrzeni + odména

4. Oprava za 30-90 dni (update / patch)

CVE-2020-2555
® o
Date Unknown Nov 19, 2019

Virtual patch
published by

TippingPoint

Jan 14, 2020

Oracle

published the

vulnerability and

released the

official patch

Feb 25, 2020

Virtual patch

Feb 27, 2020
The first exploit

detected by
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Oznaceni zranitelnosti — CVE

JKCVE-2019-0708 Detail
MODIFIED

MU0Ze mit i jméno, napr. BlueKeep, Eternal Blue
! N ! ! This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to

the information provided.

Po ovéreni je prirazeno cislo: CVE--

Spectre, ...
Current Description

Aremote code execution vulnerability exists in Remote Desktop Services formerly known as Terminal Services when an unauthenticated
attacker connects to the target system using RDP and sends specially crafted requests, aka 'Remote Desktop Services Remote Code Execution
Vulnerability.

+yiew Analysws Description

Severity (ARSI C\SS Version 2.0

CVSS 3.x Severity and Metrics:
@ NIST: NVD Base Score: Vector: CVSS:3.0/AV:N/AC:L/PR:N/UIN/S:U/C:H/1:H/A:H

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS infermation provided within the
CVE List from the CNA.

Note: NVD Analysts Have published a CVSS score for this CVE based on publicly available information at the time of analysis. THe CNA Ras not provided
a score within the CVE List.
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Hodnoceni zranitelnosti — CVSS

Oznacuje zavaznost zranitelnosti. Atributy:
o o o Skoére Zavaznost
e |okalnivs. vzdaleny pristup vs. fyzicky

e interakce uzivatele vs. neni potreba 0
e Dbez privilegii vs. potreba privilegovaného 0.1-3.9 Ly
uzivatele
4-6.9
7-8.9 High
9-10 Critical
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Prehled zranitelnosti

e Remote Code Execution (RCE) - UtocCnik spusti libovolny kod na cilovém systemu
e SQL Injection - Skodlivy SQL kod — neopravneny pristup k databazi

e Cross-Site Scripting (XSS) - vkladani Skodlivych skriptd do webowych stranek

¢ Cross-Site Request Forgery (CSRF) - nuti uzivatele provést nechtenou akci

e Privilege Escalation - utocCnik ziska wySsi opravnenti

e Buffer Overflow - preteceni bufferu — spusténi skodliveho kodu

e Directory Traversal - pristup k soubordm mimo urceny adresar

¢ Insecure Deserialization - manipulace s daty nebo spusteni kodu

e Zero-Day - neznama zranitelnost bez opravy

e Broken Authentication - slabé ovérovani - prevzeti Uctl

e Security Misconfiguration - Spatné nastaveni otevird cestu dtokdm
OQ&“czechltas



Nejcastéjsi chyby

Které mUzZete potkat



Slaba nebo vychozi hesla
]

Problém
Dopad
Priklad

Jak ovérit

Ucet ,chranény" heslem 123456 nebo admin/admin
Uto¢nik se snadno prihlasi
Zadanim slabého hesla se mUze prihlasit kdokoli

Zkusit nastavit nebo pouzit jednoduché heslo

%czechltas



y

Chybeéjici vicefaktorové ovéreni (MFA)

Problém Pristup chranény jen heslem
Dopad Pokud unikne heslo - Utocnik se dostane do systemu
Priklad Ukradené heslo ze Spatné zabezpeceného webu / infostealer

Jak ovérit Zkontrolovat, zda aplikace podporuje MFA (OTP / Passkeys)

VyzkousSej TOTP Challenge
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https://authenticationtest.com/totpChallenge/

Jak nema MFA vypadat

Account Verification

We have just sent the code 435841 to your phone
number: xox-xxx-8247

Please enter the code below to access your account:
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NesSifrovana komunikace (HTTP)
-]

Problém Data cestuji nezabezpecené

Dopad Uto¢nik mize odposlechnout hesla a citliva data (Pll)

Priklad Prihlaseni k uctu pres verejnou Wi-Fi

Jak ovérit Podivat se, zda web béZ na https:// a ma dlveryhodny certifikat
VyzkousSej badssl.com
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https://badssl.com/

SQL Injection (SQLi)
-]

Problém Zadani vstupu primo do databazového dotazu
Dopad Uto¢nik mlZe ¢ist, ménit nebo mazat data v databazi
Priklad ' OR '1'='1 vprihlaSovacim formulari

Jak ovérit Vlozit ' OR '1'='1 a sledovat co se stane

Demo Hacksplaining - SQLI
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https://www.hacksplaining.com/lessons/sql-injection/start

Cross-Site Scripting (XSS)
]

Problém
Dopad
Priklad
Jak ovérit

Demo

Uto¢nik vioZi JavaScript do stranky

MUZe krast prihlaseni nebo manipulovat obsahem
<scriptralert(l)</script> vkomentari

Otestovat vliozenim skriptu do textového pole

Hacksplaining - XSS
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https://www.hacksplaining.com/lessons/xss-stored/start

Cross-Site Request Forgery (CSRF)
]

Problém Uto¢nik pfiméje uzivatele k akci bez jeho védomf
Dopad Nechténa akce jménem uzivatele (napr. prevod penéz)
Priklad Skryty odkaz v e-mailu zméni nastaveni uctu

Jak ovérit Zkontrolovat, zda ma formular unikatni CSRF token

Demo Hacksplaining - CSRF
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https://www.hacksplaining.com/lessons/csrf/start

Spatna sprava opravnéni
-]

Problém Uzivatel se dostane k funkcim, které nema mit

Dopad B&Zny uZivatel ziska pristup k datlim admina

Priklad Otevieni URL /admin bez administratorskych opravnéni
Jak ovérit Prihlasit se jako bézny uzivatel a zkusit admin URL
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Pridejte si admina

PUT /api/users/12934 HTTP/1.1

Host: driverscategorisation.fia.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (K
HTML, like Gecko) Chrome/136.0.0.0 Safari/537.36

Content-Length: 246

Content-Type: application/json

"id": 12934,

email”: "samwcurry@gmail.com”,
"firstName": "Sam",

*"lastName

"nickName": null

The HTTP request to update our profile didn't really have many interesting attributes, but the
JSON returned in the response had a lot of extra values:

HTTP/1.1 200
Content-type: application/json
Content-Length: 313

12934,

: “samwcurry@gmail.com",
irstName": "Sam",
**lastName

Curry",

: null,
""keepNamePrivate": false,
null,
'2000-02-17",
null,

“filters": [1,
“status": "ACTIVATED",
"secondaryEmail": null

(Driver categorization FIA)

JSON @ -
PUT /api/users/12934 HTTP/1.1

Host: driverscategorisation.fia.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (K
HTML, like Gecko) Chrome/136.0.0.0 Safari/537.36

Content-Length: 246

Content-Type: application/json

“id": 12934,
“email": "samwcurry@gmail.com",
"firstName": "Sam",

"lastName": "Curry",
nickName": null,

“roles":
i
T
“description": "ADMIN role",

“name": "ADMIN"

Our test worked exactly as predicted. The HTTP response showed that the update was
successful, and we now held the administrator role for the website.

HTTP/1.1 200
Content-type: application/json
Content-Length: 313

"id": 12934,

: "samucurryegmail. con",
“firstName": “Sam",
“lastName": "Curry",

"nickName": null,
“keepNamePrivate": false,
null,

GEERR
"description”: "ADMIN role",
“name": "ADMIN"
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Nahravani nebezpeénych souboru
- 0000000001}

Problém Server povoli nahrat libovolny soubor
Dopad Uto¢nik spusti viastni kéd a oviddne server
Priklad Nahrani web shellu

Jak ovérit Zkusit nahrat neobwykly soubor (EXE, EICAR, ...)
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Zastaralé knihovny
-]

Problém Pouzivani starych verzi softwaru

Dopad Utocnik wuZije znamé chyby

Priklad Stara verze jQuery s verejnou zranitelnosti

Jak ovérit Podivat se na verze knihoven ve zdrojovém kodu webu

Zdroje CVE Details - National Vulnerability Database - Snyk Security Database
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https://www.cvedetails.com/
https://nvd.nist.gov/vuln/
https://security.snyk.io/

Nespravné nastaveny server

Problém
Dopad
Priklad
Jak ovérit

Zdroje

Server odhaluje prilis mnoho informaci

Utocnik ziska detaily, které mu pomohou s Gtokem

Chybova hlaska ukaze SQL dotaz, heslo nebo konfiguraci
Wuzijte funkci zapomenuté heslo — prijde vam heslo Citelné?

Jak jsou ulozena hesla
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https://pulse.michalspacek.cz/passwords/storages

Pfriklad vypisu chyby

“ @ @ % receptobot.streamlit.app/MNakupni_seznam % GO0 6 4 B & O v @ Finishyl
28 (N Poita-Marei... ™ Dorufendpodt... & Pfihlideni|€s... [ poéasi [J testovani [3 htmlfess [3 javascript [3 php [3 TALENT [ DA-CYBER [3 helloiT [3 KODERKA [ UDEMY [3 kurzy czechitas » O Alleq
¥ Receptobot Fork

Receptobot

Postup receptu

ks s Nakupni seznam podle receptt -

streamlit.errors.StreamlitAPIException: This app has encountered an error. The original ermor message is redacted to prevent data leaks. Full error details have been recorded in the logs (if you're on Streamlit
2 MoZnosti Cloud, click on "Manage app' in the lower right of your app)

Traceback:

File "/mount/src/project_app/pages/2_Nakupni_seznam.py”, line 128, in <module>
vybrane_recepty = st.multiselect("Vyber recepty", recepty_list, default=default_recept)

File "/home/adminuser/venv/Llib/python3.13/site-packages/streamlit/runtime/metrics_util.py", line 443, in wrapped_func
result = non_optional_func(*args, **kwargs)

File "/home/adminuser/venv/Llib/python3.13/site-packages/streamlit/elements/widgets/multiselect.py”, line 417, in multiselect
return self. multiselect(

label=label,

-..€14 lines>...
ctx=ctx,

)

.

File "/home/adminuser/venv/1ib/python3.13/site-packages/streamlit/elements/widgets/multiselect.py”, line 472, in _multiselect
default_values = get_default_indices(indexable_options, default)

File "/home/adminuser/venv/1ib/python3.13/site-packages/streamlit/elements/lib/options_selector_utils.py", line 94, in get_default_indices
default_indices = check_and_convert_to_indices(indexable_options, default)

File "/home/adminuser/venv/lib/python3.13/site-packages/streamlit/elements/lib/options_selector utils.py", line 77, in check_and_convert_to_indices
raise StreamlitAPIException(
...€2 lines>...
)

L czechitas



Ready to start?

DA Test : Cyber



Nejcastéjsi utoky

Které mUzete potkat na téch Internetech



Podvody (Scam)

Jak to funguje?

e Prodavate na bazaru

e Kupujici ,zaplati" pres Zasilkovnu / DPD

,Zadejte Cislo karty, ..."

Provérujte — co vam kdo posila a co po vas
chce

pIEUCiilla ULl d £E Dy JDLE 1V cadial
bud' na dobirku, nebo postu? 18:57

Odkud jste ? 140y
Morava o

Kdyz poslete penize dnes na Ucet, tak
vam ho zitra poslu. 19:01 W/

Oka to by jsme se domluvit mohli. .,

Jen mam takovy maly (@ problém néjak
mi blbne bankovnictvi $lo by se domluvit
Ze jsem ve mésté tak Ze bych vdam to

vlozil pfimo na véas$ bankovni Gcet? .,

Ok 19:03 v/

L 4

Oka. 903
1 nepfectena zprava

Jen nevim jak to udélame jelikoz pres
¢islo Uétu do bankomatu se nedostanu.
Museli by jsme to udélat tak Ze by jsme
mi dal ¢islo karty, mmr, a ccv pin na
vklad nepotrebuji. Zaslu vam video o

vkladu penéz. v i~

(® Zprava 0 @ o

ull T-Mobile = @ % 82% wm)

& zasilkovna.cz @

"' § zssilkovna Menu =

Je vyZadovano dodatecné
potvrzeni

Dékujeme za Vasi platbu.

Nyni prosim napiste e-mailovou adresu
prodejce do pole nize

Na e-mailovou adresu prodavajiciho bude
zaslan e-mail, ve kterém musi prodavajici
prodej potvrdit.

POKRACOVAT
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Phishing - Smishing - Vishing
Jak to funguje?

e Natlak / Casova tisen
e Propracovany scénar

e Bankér - Policie - GIBS

Nespéchejte, ovérte pravost a druhou
stranu

Ahoj mami, mobil mi spadl do
vody, mam nove cislo. posli mi
zprava na whatsapp.

Ahoj zlato, je mi to lito, budes
ten mobil muset uhradit. Stal
30 tisic.

Pozor na novy typ
podvodnych zprav!

Jifi, va3 finan¢ni icet byl otevien
pro Gschovu Uget Y8651, heslo
1t887513, Eastka uschovy: 2 907
710,00 USDT([bsoaic.com]

Prosim, uchovejte své heslo k
Uétu v bezpedi a nikomu ho
nesdélujte.

Odkaz vede
na podvodnou investiéni
stranku, kde po vas budou
chtit poslat vase penize.

a informagni bezpegnost

AY
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Nebezpecné reklamy (Malvertising)

Jak to funguje?
e Utocnici si plati reklamu, aby zacilili na obéti
e \yhledavani (konkrétni klicova slova)
e Socialni sité, zpravodajske weby, bulvar

Zvazte blokovani reklam — napr. AdGuard

Novy investicni projekt. Vykrocte
k mésiénimu zisku 75 000 K¢ s
vkladem pouhych 6 900 K¢

Sponzorovano

9 bartomcons.com
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Info Stealer

Jak to funguje?
e [nfikujete si pocitac nebo prohlizec

e Kradez veskerych uzitecnych dat
(hesla, cookies, karty, ...)

Neukladejte si nic do
prohliZece!

Account credentials

Information stealer
malware

FTP credentials

Browser login &
auto-fill forms

[+ 1)
. oo.

Browser cookies

PN
<

VPN credentials
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Skodliva p¥iloha

Jak to funguje?

Outlook / e-mail

DOC / XLS / PDF

malware

ransomware

ZakazZte makra v Office aplikacich!

Invoice105568412.doc [Compatibility Mode] - Word

References Mailings Review View Developer

Insert Design Layout

o s I
24 & o= =Y = = 3=

AaBbCcDd AaBbCecDd Ag

el 3{; Arial
L = v 2 =Bl = = 1=
Paste = B I U~ sbe X R > . b == b= T Normal | T No Spac... He
| A-W-A- A A A K-H- 2l 9
I Styles

[} Paragraph

Clipboard I~ Font
| SECURITY WARNING Macros have been disabled. = Enable Content

URGENT: Payment Overdue!!!

This document has been encrypted to protect your sensitive data

Please click “Enable Content” to view the invoice
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Al a nova rizika

e ProhlizeCe Perplexity Comet / OpenAl Atlas
maji potvrzenou Prompt Injection

e Vklddani kodu, API klich nebo testovacich dat
do Al nastroju — unik dat

e Al-generované testy mohou davat falesSny
pocit pokryti

e Al halucinuje — slepa dlvéra bez viastni
verifikace je bezpe€nostni riziko

e Produkcni data v promptech = potencialni
poruseni GDPR

Data maji cenu zlata!
OQF}“czechitas



Ready to start?

DA Test : Cyber



Bezpecnost pro uzivatele

To nejdUleZitgjsi, co byste mély védet



Jak zacit s osobni bezpecnosti?
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Aktualizujte!

Co Kdy

Windows Kazdé druhé Utery v mesici
Apple Zpravidla co dva mésice
Oracle Ctvrtletné

Aplikace (Chrome, Firefox, ...) Ad Hoc, dle release cyklu

Firmware (BIOS, router, ...) Dle dostupnosti

Aktualizace opravuji chyby, které dtocnici aktivné zneuzivaji.
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Ochrana pred skodlivym kodem
Antivir:

e Windows 10+ klidné pourzijte vestavény Defender
e macO0S: nema vestaveny AV — zvazte Eset, Avast, Bitdefender, Intego
e Nezapominejte na mobilni zaFizeni (Android)

Pravidelné testovani + testovani na vyzadani
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Zakladni zabezpeceni pocitace
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Zakladni zabezpeceni pocitace

Zamknuti obrazovky:

Windows Win + L
Linux Ctrl + Alt + L / Super + L
macOS Control + Command + Q

Least privilege:

e Nepouzivejte UcCet s administratorskym opravnénim

e Nastavte si heslo: 13+ znaku (malé, velké, ¢isla), idedlné frazové
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Prihlasovani a hesla

¢ Nastavte si MFA (2FA), nejlépe Passkeys —
socialni site, e-mail, banka, ...

e Co sluzba, to unikatni heslo — ovérte na
haveibeenpwned.com

e Spravce hesel — pamatujete si jen jedno
heslo (1Password, BitWarden, ...)

e SSO — mojeid.cz, bankid.cz
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https://haveibeenpwned.com/
https://www.mojeid.cz/
https://www.bankid.cz/

Zakladni pravidla zalohovani

Pravidlo 3-2-1:

3 Tri kopie dat
2 Dvé fyzicky nezavisla ulozisté
1 Jedna kopie offsite

e Pravidelnost: jednou denné, tydné, ... (co je pro vas proveditelne)

e 7/4lohu chrante heslem!
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Sifrovani disku

Sifrujte — pri ztraté zafizeni nejsou data ohrozena:

Windows BitLocker

Linux LUKS

macOS FileVault

iOS / Android Vestavené sifrovani
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Prodavate nebo likvidujete zarizeni?

Zarizeni Postup

Prodej:

PC (Sifrovany) Uvést do tovarniho nastavenf
PC (neSifrovany) Zformatovat
Telefon Tovarni nastaveni

Fyzicka likvidace:

Zarizeni Postup

PC Wtahnout a znicit disk (kladivo)

Telefon Wtahnout pametovou kartu a znicit
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DA Test : User Security



Shrnuti



Studijni opora

Vcetné zdroju, Castych chyb a toho nejddlezitéjsiho.
Néco je Spatne? Dejte nam, prosim, vedet.

PortSwigger Academy Web security
Hacksplaining Interaktivni lekce
TryHackMe Prakticky portal
OWASP Testing Guide Testovani bezpecnosti
OWASP Cheat Sheet Rychly prehled
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https://portswigger.net/web-security
https://www.hacksplaining.com/lessons
https://tryhackme.com/
https://owasp.org/www-project-web-security-testing-guide/
https://cheatsheetseries.owasp.org/

CTF (Capture The Flag)

Hledate flag (heslo / fetézec znakd) a ucite se!

@

The Catch

) AN
el

Try Hack Me

Hack The Box

&

PortSwigger Academy
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https://www.thecatch.cz/
https://www.hackthebox.com/
https://tryhackme.com/
https://portswigger.net/web-security




Dékujeme za pozornost!

Kldra Pavelkova & Ondrej Sramek
Czechitas - DA Testovani - 2026
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Zpétna vazba
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